EASTPOINTE SECURE E-MAIL SYSTEM SETUP INSTRUCTIONS

In order to send and receive protected health information (PHI) on consumers between Eastpointe and
your provider agency you will need to do the following.

Retrieving a secure message (New Users)

Step 1: Eastpointe will be submitting a secure e-mail to the provider e-mail addresses that are currently
on file within our Eastpointe provider network database.

**Note: If we do not have your e-mail address and you wish to open a secure e-mail account you can
create your own account by going to our Secure E-mail login portal
https://secure.psmtp.com/s/login?b=eastpointe and following the instructions for first time users.

Step 2: When you receive the secure e-mail from Eastpointe it should look something like this:
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Step 3: Click on the link in the email to view your secure message. The actual line of text in the email
reads, “To view the secure message, click here”. Clicking this link will take you to the registration page
for the secure email system. The screen should look like the following image.


https://secure.psmtp.com/s/login?b=eastpointe

{2 Eastpointe Human Services Secure Email Registration - Windows Internet Explorer
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Register below for your mailbox to send and receive secure messages.

Email Address*

‘cwoodﬂ973@embarqmawl.cam ‘ Password Rules

P 0 Passwords must be at least six characters and
SSSIORDS must meet two of the following three conditions
‘ ‘ Contain both alphabetic and numeric

characters
Re-enter Password:” » Contain both uppercase and lowercase
‘ ‘ characters
« Contain at least one special character such
Password Reminder Phrase:* as: ~I@#5%" &

Choose a word or phwase that will help you remember your password

‘ ‘ *Indicates required field

Cancel [[Submit Password |

Want to receive your secure messages directly in your inbox? Leam more about ZixMail

For customer support, us at net
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Step 4: Complete the registration form as indicated. Note that all the form fields are required. In order
to successfully create a password for your account, you must follow the “Password Rules” listed to the

right of the form fields, as shown in the above image. Once you have completed filling out the form,
click Submit Password to continue.

Step 5: Your account has been successfully created. You will then be able to see the e-mail that was
sent to you by Eastpointe. See screen shot below:
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Inbax Address Compose Sent Mail Drafts Help Sign Out

Signed in as ovood1973@embergmail.com

Wore Actions ‘|
Received: Nov 14, 2007 12:10.08 EST
Expires: Nov 28, 2007 12:10.08 EST
From: owoodi@eastpointe. net
To: owood 197 3@embargmail.com
Ce:
Subject: confidentisl

Attachments: htmiBody. html

Testing [
Christal D. Wood, Information Technology Director
Eastpointe b
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Step 6: At this point, you can then reply to the message, compose a new message, etc.
**Note: You can only use this system to send secure documents to Eastpointe staff.

Step 7: Make sure to click the “sign out” tab when you are finished in the system.

Step 8: When you sign out you will be sent to the main page (see screen shot below). This page will be
where you will need to go to sign back in to the system to send more e-mails in the future to Eastpointe.
Make sure to bookmark the link so that you will be able to get back to it easily.

https://secure.psmtp.com/s/login?b=eastpointe
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Welcome to the Eastpointe Human Services Secure Email Message Center
For first time users, click here to create your account

e |

Chenge your password
Use online help

Want to recsive your secure messsges diractly in your inbox? Leam more sbout ZixMsil

For customar suppart, ph il us inte nat
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Retrieving a secure message(Existing Users)

The following instructions outline the steps you should follow to retrieve a secure email message, if you
have already completed the above steps and have a user account for our system.


https://secure.psmtp.com/s/login?b=eastpointe
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Do not reply to this notification message. This notification message was auto-generated by the sender's security system. To reply to the sender, please

go to your secure message by clicking on the link above.
The secure message expires on Nov 28, 2007 @ 11:10 (CST).

If you would like to have your secure messages delivered directly to your inbox, find out more about ZixMail.

NOTE: If your msil program does not support sctive links, you can view your secure messsge by copying and pasting the text below into the “Address” or "Location” bar of your Intemet

Erowser and press "Enter” or click "Ga”
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Stepl: Click on the link in the notification email to retrieve your secure message, see image above for
email example. When you click the link, you will be taken to the login screen for our secure email
system, see image below. Here you need to enter the password that you created for your account.
Once you have entered your password, click the sign-in button to continue.
**Note: Your email address should be filled in for you automatically. If it is not, then you should enter
the email address at which you received the notification email.
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Welcome to the Eastpointe Human Services Secure Email Message Center
For firsttime users, click here to create your account.

Email Address:

I

Chenge yous password
Use online help

Password:

Want to receive your secure messages directly in your inbox? Leam more about ZixMail

For customer support, ph I us at net
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Step 2: At this point, you can then reply to the message, compose a new message, etc.
**Note: You can only use this system to send secure documents to Eastpointe staff.

Step 3: Make sure to click the “sign out” tab when you are finished in the system.




Step 4: When you sign out you will be sent to the main page (see screen shot below). This page will be
where you will need to go to sign back in to the system to send more e-mails in the future to Eastpointe.
Make sure to bookmark the link so that you will be able to get back to it easily.

https://secure.psmtp.com/s/login?b=eastpointe

What to do if you forget your password

Step 1: Click on the “Forgot your password?” link to the right of the password box on the login page, see
image above. When you click this link, you will be taken to a page and asked to enter your password.
See image below:
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Password Reminder
Enter your email address and a password reminder will be sent within a few minutes.

Remember. ¥our emall address must be the one used when you registerad

If you do not receive 3 password reminder within a few minules please return to the login page. select "Change
Teiicr Bhe: iresir

your password” and the instructions
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Step 2: Enter your email address in the box provided and click the Submit button.

After a short period of time, you should receive an email, at the address you provided, which contains
the password reminder that you entered when you created your account. Hopefully, this will refresh
your memory and allow you to access your secure message. If not then you need to follow the
instructions below.

Changing your password

Step 1: Click on the “Change your password” link below the Sign-in button on the login page. See image
below.


https://secure.psmtp.com/s/login?b=eastpointe
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Welcome to the Eastpointe Human Services Secure Email Message Center
For first time users, click here to create your account
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Chenge your password
Use online help

Want to recsive your secure messsges diractly in your inbox? Leam more sbout ZixMsil

For customar suppart, ph il us inte nat
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Step 2: You should now be looking at the screen shown in the image below. You will notice that this
screen is very similar to the screen you used to create your account. In order to change your password,
you will need to complete all the fields shown on the form. Be sure to follow the “Password Rules”
which are listed to the right of the form fields. Once you have completed entering the information, click
the Submit Password button. Once you have submitted your password change request, you will see a
message indicating that a confirmation email has been sent to your email address. You will need to
follow the instructions in the confirmation email in order to complete your password change request.

**Note: This system maintains a history of the last 5 passwords used, so you will need to create an
entirely new password.



re sl Choange Pazsweed - Windows Inberrat Faplorer

Fie [dt View Favortes Tock Help e -

W |ZE v Meage 8 Lastpointe Human Sen.. i B v o Page~ (§Togls v

Cr

STPOINTE

Change Password
Picase complete the information below to change your password, then Click “Submit Password”

Email Address:*
Password Rules
e Password ™ Passwores must be al leas! six characlens
and must meet two of the following three
conditions:
Re-enier New Password™ + CONaN both APhabebe and numeric
characters
« Comain both uppercase and
. I s Characlers
Hew Password Remindes Phiase ]
Ehaase a woed or phrise that wil help you renenber your passwsrd + Contain at [éas! one special character
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Step 3: The password change confirmation message should look like the example in below. You simply

need to follow the instructions in the email and click on the indicated link to activate your new
password. Once this has been done, you should be able to return to the login screen and login using
your new password to retrieve your message.

Sample Email
Your Eastpointe Human Services Secure Email password is pending.

To ACTIVATE your new password, click the link below:
https://secure.psmtp.com/s/a?b=eastpointe&cmd=ABDA18Enk6voUrBbZAH4AmMnWV
This is the last step in this one-time process.

To DECLINE your new password, click the link below:
https://secure.psmtp.com/s/d?b=eastpointe&cmd=ABDA18Enk6voUrBbZAH4AmnWV

If your email program does not support active links, please copy and paste the link displayed above into the "Address" or
"Location" field of your browser and press "Enter" or "Go".

Locked Accounts

Your secure email account is locked after 3 failed login attempts. Once an account has been locked, you
will receive an email at the email address associated with your account that indicates that your account
has been locked and will remain locked until a certain time. Eastpointe’s IT department cannot unlock
accounts. If you receive an email indicating that your account has been locked, then you must wait until
after the lockout time period has expired and then attempt to login again or change your password.



